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AreHpa

HemHoro TEOPUN.

npo noru
NONNTUKN ayauTa

Kak MOXXHO YnCcTUTb / cobupaTtb noru
MHUNAOEHT

KakK MOryT NomMo4b forn co cbopLimka

Cpepna - Windows, Active Directory nomeH
Cutyauus - 3awumdpoBaHHble oannosble Wwap



3a4yeM HyXxHbl fiorn / Potauua / Ayaut

e CogepxaT MHdopMauunio o paboTte crnyxob, NPUNOXXeHU, Nofb3oBaTeNnen
NHbIX CYLLIHOCTEW CUCTEMbI (MPOTOKONMPOBAaHUE onepaunmn, cobbITUN)

e B TOM yncne nomoratot TpabnwyTtnTe / pewaTtb Npobremsl

e Bennkoe MHOXeECTBO - NTOrv NPUIOXEHUN, CACTEMHbIE FOrK, NIOrM ayauta n T.

nntan s
Full Name: Security
L d B AXXHO 3HATb N NOHUMaTb. Log path: %SystemRoot %\System32\Winevt\Logs\Security.evix
0 CKONbKO 1 Kak XpPaHUTb Log size: 20.00 MB(20,975,616 bytes)
o Kak ur fle HacTpavBaThb Created: Thursday, August 8, 2019 6:18:59 AM
o Modified: Monday, September 23, 2019 12:08:42 PM
® AyD'MT CUCTEMHbIX CO6bITM n Accessed: Thursday, August 8, 2019 6:18:59 AM

o [pe HacTpauBatoTcs [ Enable logging
o Kakune Tnnbl ayguta cyLLeCcTBYHOT Maximumlog size (KB): | ]

When maximum event log size is reached:
® Overwrite events as needed (oldest events first)

O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )



KpaTko 0 BUHOOBOM ayauTe

EcTb BO3MOXHOCTb HAaCTPOWKW:

AyauTa cobbITuin BXxoga B cuctemy (MHTepecHa Bbigava buneTtos, nposepka NOAAMHHOCTK)
Ayouta ynpasneHust y4eTHbIMU 3annucsamm (M3smeHeHne atpmbyTos)

AyaouT cobbiTu Bxoaa (MHTepeceH (He) ycnex)

AyauTa goctyna kK obbektam (MHTepeceH goctyn kK obbektam ®C)

AyouTta naMeHeHus NONUTUKK (MHTEPECHO KTO MEHSI)

AyouTta ncrnonb3oBaHUSA NPUBUNErnin (MHTEPECHbI NOMbITKA NPUBUITUTMPOBAHHOIO 3anycka)
AyauTa oTcrnexunsaHusa npoueccos (CoObbITUA ynpaBneHus npoueccamm - ctapT, CTOM U ..
MHTEpPECHbI COObITUA Kacalwmecs nnaHmposLumnka Windows)

e AyauTa CUCTEMHbIX COBbITUIN (MHTEPECHO KTO OYUCTUA JSIOTU, U3MEHSINT CUCTEMHOE BPEMS)

https://docs.microsoft.com/ru-ru/windows/security/threat-protection/security-policy-settings/audit-policy



https://docs.microsoft.com/ru-ru/windows/security/threat-protection/security-policy-settings/audit-policy

HacTtponkn GPO

npuMep HacTpoeK ->

HECKOJ1bKO BGpI/I8LI,I/II7I HaCTpOeK

' Local Computer Policy
i Computer Configuration
p [] Software Settings
4 [ ] Windows Settings
p [ Name Resolution Policy
| Scripts (Startup/Shutdown)
4 i Security Settings
4 Account Policies
"4 Local Policies

2
4

Kak MOXEeT NpuroanTbes (He) ycnex

object access + doc ayant

b

»
»
b

p ,S IP Security Policies on Local Compute

4

[ 7] Windows Firewall with Advanced Sect
| Network List Manager Policies

4 Audit Policy |
b [ 4 User Rights Assignment
b (4 Security Options

| Public Key Policies
| Software Restriction Policies
| Application Control Policies

| Advanced Audit Policy Configuration

-Ralicy =

L Audit account logon events
] Audit account management
(¢ Audit directory service access
L] Audit logon events

| Audit object access

~x, Audit policy change

{2 Audit privilege use

22| Audit process tracking

2 Audit system events

4 % System Audit Policies - Local Grot|
[ jé Account Logon
b (34 Account Management
[ jé Detailed Tracking
b (G5 DS Access
b [ Logon/Logoff
b (75 Object Access
b [ Policy Change

b Privilege Use

Security Setting
Success
Success
Success, Failure
Success
Success, Failure
Success
Success
Success

No auditing



UncTtka noros

OK, HO KTO-TO MOXET NOYUCTUTb NOru

nory MoryT nepeTepeTbecs (CUCTEMOW UM cneuuanbHo)
ONCK MOXET ObITb NepenonHeH / NoBpeXxaeH

MOryT ObITb yAaneHbl oTaenbHble coObbITUS

N0 MOXXHO NOOMEHUTb



Cb6op noros. - PeweHnunsa n3 kopobkn / Benocunegbl / Open
Source pelleHuns

e \Windows Event Collector (bbicTpo HacTpanBaeTtcsd, HO Meaf1IEHHbIN NOUCK /
donneTpaumns)

e Cnatb noru B B[] (6bICTPLIM MOUCK, HO HYXXHO KOCTbISIUTL OTNpPaBKy, TpebyeT
BA)

e CnaTb Nnoru B crneynanusnpoBaHHble cucteMbl cbopa / arperaummn noros

(SysLog, GrayLog, ELK, Splunk, etc. Obbl4yHO TpebyeT Linux, npsimbie pyKn 1
HEMHOro CHOPOBKW)

e bBakan HUKTO HEe OTMEeHSsAnN

https://docs.microsoft.com/en-us/windows/win32/wec/windows-event-collector



https://docs.microsoft.com/en-us/windows/win32/wec/windows-event-collector

KpaTko 006 nHunaeHTe

- B ogHon KomnaHun 6binin ob6HapyeHbl 3amndpoBaHHbIE dhansibl

- OOGHapyxeHune nNpounsoLsio cnycTa Heagento unu bonblie nocre pakTn4eckoro
LndppoBaHUA oansos

- ®annbl 3awmndgpoBannck ToNMbKo B 06LLKMX KaTanorax

- HenoHATHO KTO nnn 4to SBNAEeTCH NCTOYHUKOM

- 3apgava - HauTn, He NOHATb, He MPOCTUTb

- JlokanunsosaTb npobnemy



Korga User Name npuwien Ha paboTy

Home Share View \.

* 1 [ » ThisPC » Local Disk (C) » Mg & F g v ol =

ublicKeyPd ¢ Favorites e
oftu‘rare' Res Il Desktop e s mestes ww s w880 Maximus911@cock.lil.harma
;pspela::::;np 8 Downloads L5 . e E
iianced A "% Recent places L eEs oo s W EESE B Sfaximus911@cock.lij.harma
L e — BB3.[Maximus911@cock.li}.harma]
/™ This PC L s o ee— s #}[Maximus911@cock.li].harma
LT e g S W e -y 11@cock.li].harma
* Network L] R s pTE R R 3. [Maximus911@cock.lil.harma
(r_;'_f-:l | & . ﬁ—s: EN =1 - RPN - | .

8items  State: 3B Shared



KOorga oCo3Hall U NoHAs, 4YTO 340€eCb YTO-TO HE TakK



I Hauan konatb

[ata, sBpems wndposku - 14 asrycrta, 2019, 6:40PM, doannam npucesoeH hidden
aTpunbyT, UIBMEHEHO pacluMpeHne Ha harma, hannsl 3awnpoBaHsbI

General | Securty | Details | Previous Versions |

Im:dujd-?BEGCBBi.MsSH@cod(jlhma] | I

Type of file:  HARMA File (hama)
e
B tocasion: Cl\en =mm E = smeem
Size: 458 bytes (458 bytes)
O bytes

Wednesday, August 14, 2019, 6:40:36 PM
Wednesday, August 14, 2019, 6:40:36 PM
. | Wednesday, August 14, 2019, 6:40:36 PM

Doty [ @1asn




[locMoTpen, YTO 3a nanka 1 Kakue y Hee paspeLleHust

File Action View Help

+ nocTpagana TOSbKO CeTeBast Wapa .4 - e - B

+ B S ecu r-l ty pa3 pe LLI e H I/I ﬂ a H an O rM L‘I H bl al :ar;‘c::;ldevs (Local) :x;:al;n; Eo\l::rn::t:s Type : Client Connections

Windows
3| Sessions cs C indows 0
+  MOXOXE MPULLIIO OTKYAA-TO U3BHE & 0fie | gomg - memp  vinion 0
n IPCS Windows 0

Pemissions for Everyone Allo
Full Control %
Change [
Read %]

DDD?;




Jloros ayauTa HeT, HO ecTb SID

NHUMaeHT obHapykeH CnycTs HEKOTOPOE BpeMS, floKaribHbIU pannbl f10ros
aypuTa (Security) 6bInu nepesanucaHbl CUCTEMOM, HO Yy dbanna ocTarcs

Brnagenedu, TOT U3-rnof Koro ob1no npomn3BeaeHo WwndpoBaHmne, 3TO oKasarics
[OCTb, HO TOYHO He fnoKarbHbIN

= s e — x
rared Folders (L / | = —
Shares 1 = — - = g
Sessions Advanced SECU"W Senlngs for ~ T " s mesilfees el b = osmm e 0 < r 3.[MaXImus9...
Open Files
Name: 5 = 5CBB3.[Maximus911@cock.li].
Owyner: §-1-5-21-1 (= % Change
»
Permissions | Share | Auditing | Effective Access
Effective Access allows you to view the effective permissions for a user, group, or device account. If the account is a mem|
domain, you can also evaluate the impact of potential additions to the security token for the account. When you evaluate
el FYSPRTS Y ol Jo ok ot o addodd abak.

Administrator: Command Prompt

7600 )




Ybexagaemcs, YTo [0CTb AOMEHHbIN

iN\Vindopexaygtend2dunic useraccount vhere si
8537768-581" lget name

Find: |Users, Contacts, and Groupsa In: |':.—.

Users, Contacts, ark Groups I Advanced |

BkntoyeHHbIn [ocTb, Annunys, Kapn!)

Name: I quest

Description: I

Otkyaa Tbl [OCTB?

C:\»nct uscr Guest | findstr active
Account active Yes

Search results:

Name I Type

; i— EEE Group

User




Packonku npy nomMoLLm nokanbHbIX / JOMEHHbIX
110roB

neyvyalsib, HO OHU rnepe3artepsinCb



Korga cnyymnca akcenLH, a fnIoroB HeT




INNor-cepBep - Haw apyr / Koppenauua codbiTum

llllllll

full_message

& ab5bagb4-be90-11e9-91a4-5254006aa0f1

Recelved by ActivitylD 'r>
Stored In index AuthenticationPackageName
Routed Into streams Category

X

Channel

EventiD

EventReceivedTime

EventType




3101 KOMI

e EcTb pannel 3awmgpoBaHHble [ocTEM

e 3awmndopoBaHbl pansbl, K KOTOPLIM NMPeaocTaBneH 4OCTYN BCEM

e [loxoxe, YTO UCTOYHUK HE MPUBUSIEMNMPOBAH B CUCTEME

e [lencrteyeT Ha aBTOMaTe

File Options View Help
e CMOTPUM KTO XOOUT Ha cepBepP Appkations | Processes | Services | Performance | Networking Users |
@) MHOIO KTO, BKJ1HO4aA BHELLIHUX norb3oBaTenen U D | Status Cllent Name Sazaan

5o 3 Active R RDP-Tep#12
', N 4 Active St moEm RDP-Tcp#3
!.a-m .5 Active  ICulmulu ROP-Tcp#25
2a 6  Active L RDP-Tcp#27
‘ o il . 7 Active T ROP-Tcp#2
' L= 8  Active W EESE  RDP-Tcp#22
',N- .9 Ative P B ROP-Tcp#17
Rommmmm 10 Acive Fooms ROP-Tcp#9
REmmmmm, 11 Ative Al ROP-Tcp#31
R Tmwsm . 12 Active B 7 ROP-Tcp#13
S 5= " 13 Active | .. RDP-Tep#11
LN 14 Ative  Demsmsssmmm  RDP-Tcp#14
i,n- =, 15 Active L s ROP-Tcp#15
R e 16 Active  Dam s meme  RDP-Tcp#1




[} Security e S (1) New erts avalable

KTO rl bl Ta eTCﬂ XO D' M T b - ived: Log: Security; Source: ; Event ID; 4625, Number of events: 17 361

Date and Tme_| | Source | Everk ID | Task Category
N33 Microsoft Wi... 4625 Logon
922 Microsoft Wi... 4625 Logon
9|22 Microsoft Wi... 4625 Logon
o2z Microsoft Wi... 4625 Logon
922 Microsoft Wi,.. 4625 Logon
921 Microsoft Wi... 4625 Logon
9|20 Microsoft Wi... 4625 Logon
914 Microsoft Wi... 4625 Logon
N4 Microsoft Wi... 4625 Logon
Microsoft Wi...

e bpyTAaT B HECKOSIBKO MOTOKOB
e PaHaOMHbIMM MMEeHaMU
e KasaxcrtaH, bonrapusa, Manansaus, etc

& Audit Faih B.08 9 9:48158
Event 4625, Microsoft Windows security auditing.

General I Details I

An account failed to log on,

Subject:
Security ID: NULL SID
Account Name: -
Account Domain: -
Logon ID: 0x0
Logon Type: 3

iAccount For Which Logon Failed:

Secunty ID;
Account Name: AAMUHACTPATOP

Account Domain:

Failure Information:
Failure Reason: | Unknown user name or bad password. I
Status: o

Log Name: Security



CmoTpum ganbLue

e He pabotaet cnyxba obHoBNEHUN

o OTCYTCTBYET QHTUBMUPYC | [+ cancrunis 5o sxizecty = Wi tpias

ol Panel Home Windows Update

.for updates

e settings 1 Turn on automatic updating
Jjpdate history Updates are not being installed aX omatically
re hidden updates

Turn on automatic updating to help improve the security and performance of your
L3 to install updates on this computer.,

I % Turn on automatic updates ]

Let me choose my settings

Scan not complete. Restart required.

Scan time: 14m : 435
Items scanned: 4,393,110
Threats detected: _ a4

‘0‘ All selected items have been removed successfully. A log file has been saved

to the logs folder,

Threats quarantined: 41

Your computer needs to be restarted to complete the removal process.
Would you like to restart now?




Hy>KHO 3aKpbITb TPYyOy



NTor

- Cnegum 3a 6€30nacHOCTbIO NMPKY NOMOLLIM Nor-cepesepa

- Cneoum 3a 0OHOBREHMAMU U @aHTUBUPYCHBIM [10

- Cneoum 3a nonutukamu ayamTa n nonutnkamm 6e3onacHoCcTu

- Crnegum 3a y4ETHbIMM 3anNnUCsMM U CODBITUSAMU B JTOKarnbHOW CETH

- 3aHumMaemcs pe3epBHbIM KONMMPOBaAHUEM

- [lpopabaTbiBaeM nnaH Ha criyyam 3apaxeHus / NCKIMtoYNTENbHOW CUTYyaLmn

- [loBbllWaemM ypoBeHb rPaMOTHOCTU CeBA U OKPYKatoLLMX (YEenoBEYECKNI
dpaKTop HMUKTO HE OTMEHAN)

- Hdennmcsa 3HaHnsMu

- [lomoraem gpyr-gpyry pewarb Nnpobnemsi



The End

Open SysConf'l9

Yevgeniy Goncharov

@sysadminkz, https://sys-adm.in/, https://t.me/sysadm_in_channel



https://sys-adm.in/
https://t.me/sysadm_in_channel

